[Organization name]

	HIPAA Breach Determination Record by Incident


	§ 164.402 defines Breach-the acquisition, access, use or disclosure of protected health information in a manner not permitted under Subpart E-Privacy of Individually Identifiable Information which compromises the security or privacy of the protected health information.

	

	Incident Number:

	Date incident First reported/discovered:
	

	Date of Incident:
	

	Short Description of Incident:
	

	Person Reporting Incident
	

	Number of Individual’s PHI Involved
	

	Step One: 
Determine if the information was unsecured.

	Unsecured protected health information means protected health information that is not rendered unusable, unreadable, or indecipherable to unauthorized persons through the use of a technology or methodology specified by the Secretary in the guidance issued under section 13402(h)(2) of Public Law 111-5.[78 FR 5695, Jan. 25, 2013]  Use PHI Security Job Aid to make determination.
If the PHI was secured, no further assessment is necessary. 
	Record Findings here.  If some of the information is secured and some is not, make a sub- incident report for the unsecured information.

	
	


	Step Two: 
If the information accessed, used, disclosed, lost, or compromised is unsecured PHI,
 determine if any of these three exceptions to the definition of breach apply:

	Three exceptions within the HIPAA Privacy Act would not constitute a breach: § 164.402 

	Exception 1

	Any unintentional acquisition, access, or use of protected health information by a workforce member or person acting under the authority of a covered entity or a business associate, if such acquisition, access or use was made in good faith and within the scope of authority and does not result in further use or disclosure in a manner not permitted under the Privacy Rule (see Subpart E for further information).

	Record Findings here.  Even if this exception applies, assess the other two exceptions at the time of the incident to further support a finding that no notification is required and in case new information arises that nullifies this exception.

	
	

	Exception 2

	Any inadvertent disclosure by a person who is authorized to access protected health information at a covered entity or business associate to another person authorized to access protected health information at the same covered entity or business associate, or organized health care arrangement in which the covered entity participates, and the information received as a result of such disclosure is not further used or disclosed in a manner not permitted by the Privacy Rule.

	Record Findings here.  Even if this exception applies, assess the other two exceptions at the time of the incident to further support a finding that no notification is required and in case new information arises that nullifies this exception.

	
	

	Exception 3

	A disclosure of protected health information where a covered entity or business associate has a good faith belief that an unauthorized person to whom the disclosure was made would not reasonably have been able to retain such information.
	Record Findings here.  

	
	

	If one of the three exceptions applies, no further assessment is required (but if facts are known that would support a finding of low compromise record them below in case changes in these findings occur).

	Step Three: 
If the PHI is unsecured and no exception applies, determine whether the presumption of a breach is not reportable because
 there is a supported finding of low probability of compromise using a minimum of the four factors listed below.

	If the incident does not fall within one of the exceptions outlined above, under the final rule, there is a presumption that an impermissible use or disclosure of PHI is a breach.   The acquisition, access, use or disclosure of protected health information in a manner not permitted under the Privacy Rule is presumed to be a breach unless the Covered Entity or its business associate demonstrates that there is a low probability that the protected health information has been compromised based on a risk assessment.  Assess the Risk of Compromise to the PHI using at least the factors below.

	Consider at least the following Minimum factors in assessing the risk of compromise:

	
	Record Risk
	Record Details of Analysis and Facts.

	
	H
	M
	L
	

	The nature and extent of the protected health information involved, including the types of identifiers and the likelihood of re-identification; Is there sensitive information including clinical (does the type of information reflect cancer, dementia, substance abuse treatment, mental health conditions, sexual health or reproductive information, prenatal vitamins, plan B birth control, gender identity, AIDS, etc. ) or financial (ss number).
	
	
	
	

	The unauthorized person who used the protected health information or to whom the disclosure was made; Is the individual’s whose information was compromised known to the person who accessed the information? Does the compromised PHI belong to a person in the news or a famous person?  Is the unauthorized person trained in HIPAA privacy or have another code of conduct that applies to their use of information (like a legal professional or CPA)?
	
	
	
	

	Whether the protected health information was actually acquired or viewed; and
	
	
	
	

	The extent to which the risk to the protected health information has been mitigated. The person is willing to sign an affidavit that there is no further disclosure, and no copies were retained, there is a data trail showing accessed for less than a second, etc.
	
	
	
	

	Add Any other Risk factors considered below – record level of risk found and basis of that risk level determination.
Add additional lines if needed.

	
	
	
	
	

	
	
	
	
	

	If the above assessment yields a risk of compromise greater than a low risk, the breach is reportable and notifications
must be made following the HIPAA Breach Notification Policy.  If the assessment yields a finding of a low risk of compromise this record should hold enough detail or reference other documents to support the finding.



	Completed By:
	

	Date Completed:
	

	Notifications Required?
	Individual
	Media
	HHS

	
	
	
	

	If yes, Date Notifications Made
	
	
	

	Location or Links to Additional Documentation supporting the Determination
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